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UY BAN NHAN DAN  CONG HOA XA HOI CHU NGHIA VIET NAM

TINH QUANG NGAI Poc 1ap — Tw do — Hanh phic
Sb: 03/2019/QP-UBND Quang Ngdi, ngay 21 thang 02 nam 2019
QUYET PINH

Ban hanh Quy dinh vé dam bio an toan, an ninh thong tin thudc linh vure
cong nghé thong tin trong hoat dong cia cac co quan nha nwéc
trén dia ban tinh Quang Ngai

UY BAN NHAN DAN TINH QUANG NGAI

Can cit Ludt Té chikc chinh quyén dia phirong ngay 19 thang 6 ndm 2015;

Can cwr Luat Cong nghé thong tin ngay 29 thang 6 nam 2006,

Can cw Luat Giao dich dién tw ngay 29 thang 11 nam 2005,

Can cur Luat An toan thong tin mang ngay 19 thang 11 nam 2015,

Cdan civ Nghi dinh s6 64/2007/ND-CP ngay 10 thang 04 nam 2007 ciia Chinh phii
ung dung cong nghé thong tin trong hoat dong cua co quan nha nuoc;

Can cii Nghi dinh s6 85/2016/NP-CP ngay 01 théng 07 nam 2016 ciia Chinh phii vé
bao dam an toan hé thong thong tin theo cap do;

Can civ Nghi dinh s6 72/2013/ND-CP ngay 15 thang 07 nam 2013 ciia Chinh phii
quan ly, cung cap, su dung dich vu internet va thong tin trén mang;

Can cir Quyét dinh s6 05/2017/QP-TTg ngay 16 thang 03 nam 2017 cua Thi twéng
Chinh phu ban hanh quy dinh vé h¢ thong phuong an wung ciru khan cap bao dam an toan
thong tin mang quoc gia;

Can cir Thong tw s6 03/201 7/TT-BTTTT ngay 24 thang 4 nam 2017 cua By Truong
B¢ Thong tin va Truyen thong quy dinh chi tiét va huong dan mot so diéu cua Nghi dinh so
85/2016/NP -CP ngay 01 thang 7 nam 2016 cua Chinh phu vé bdo dam an toan hé thong
thong tin theo cdp do,

Theo dé nghi cia Gidm doc S Thong tin va Truyén théng tai To trinh s6 1366/TTr-
STTTT ngay 27 thang 12 nam 2018 va y kién tham dinh cua So Tw phap tai Cong van so
233/BC-STP ngay 07/12/2018.

QUYET PINH:

Pi¢u 1. Ban hanh kém theo Quyét dinh nay Quy dinh vé dam bao an toan, an ninh
thong tin thude linh vuc cong nghé thong tin trong hoat dong cua cac co quan nha nudce trén
dia ban tinh Quang Ngai.

Diéu 2. Quyét dinh ndy ¢6 hi¢u lyc thi hanh ké tir ngdy 01 thang 03 ndm 2019 va
thay thé Quyét dinh s6 44/2012/QD-UBND ngay 06 thang 12 ndm 2012 cua UBND tinh ban
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hanh Quy ché bao dam an toan, an ninh thdng tin trong hoat dong tng dung cong nghé
thong tin cua cdc co quan, don vi quan 1y nha nudc tinh Quang Ngai.

Piéu 3. Chanh Vin phong Uy ban nhan déan tinh, Giam déc Cong an tinh, Giam dbc
S¢ Théng tin va Truyén thong, Tha trudng cac SO, ban, nganh, don vi truc thuoc UBND
tinh; Chu tich Uy ban nhan dan cac huyén, thanh phd, Chu tich UBND céc x4, phudng, thi
tran; Thil trudng cac co quan, to chirc va ca nhan c6 lién quan chiu trach nhiém thi hanh
quyét dinh nay./.

™. UY BAN NHAN DAN
CHU TICH

Tran Ngoc Cing



TINH QUAN GN GAI . boc lap Tlr do Hanh phuc

QUY PINH
Vé dam bio an toan, an ninh théng tin thudc linh vuwe
cong nghé thong tin trong hoat dong cia cac co quan nha nuéc
trén dia ban tinh Quang Ngai
(Ban hanh kém theo Quyét dinh sé 03/2019/Q0B-UBND ngay 21/02/2019 ciia UBND
tinh Quang Ngai)

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh va d6i twong ap dung

1. Quy dinh nay quy dinh vé cong tac dam bao an toan, an ninh thong tin trong
hoat dong ing dung cong ngh¢ thong tin ctia cdc co quan nha nude, don vi su nghi¢p
cua tinh Quang Ngai (sau day goi tat 1a co quan).

2. Quy dinh nay duogc ap dung ddi véi cac cac t chirc, ca nhan lién quan dén
cong tdic dam bdo an toan, an ninh thong tin trong cic co quan nha nudc, don vi su
nghiép cua tinh Quang Ngai.

Piéu 2. Giai thich tir ngir

Trong Quy dinh nay, céc tir ngit dudi day duoc hiéu nhu sau:

1. Tép tin nhat ky (Log File): La mot tap tin dugc tao ra boi mot may chu web
hodc may chii Proxy co6 chtra tat ca thong tin vé cac hoat dong trén may chu do.

2. Tuong lua (Firewall): 1a mot hé thong an ninh mang, c6 thé dya trén phan
cing hodc phan mém, sir dung cac quy tic dé kiém soat biang thong vao, ra khoi hé
théng. Tuong lira hoat dong nhu mot rao chin giita mang an toan va mang khong an
toan. No ki€ém soat cac truy cip dén nguon lyc cia mang thong qua mdt mo hinh kiém
soat chu dong.

3. TCVN 7562:2005: Tiéu chuan Viét Nam vé mi thyc hanh quan 1y an toan
thong tin.

4. TCVN ISO/IEC 27001:2009: Tiéu chuan Viét Nam vé Cong nghé thong tin -
H¢ thong quan 1y an toan thong tin.

5. Nguoi sur dung: La can bg, cong chure, vién chuc, nguoi lao dong cac co quan
st dung mdy tinh hodc céc thiét bi, hé¢ thong thong tin dé xtr 1y cong viéc.

6. Su c~6 an toan, an ninh thong tin: la kha néng thong tin mét an ninh, mit an
toan, qkh()ng §én sang, bi xam pham tinh toan ven, bi ti€ép can bdi cac doi tugng khong
c6 tham quyén truy cap.

Piéu 3. Muc dich, nguyén tic diam bio an toan, an ninh théong tin

1. Viéc ap dung Quy dinh nay nham phong nglra, ngan chan, xtr 1y va giam

thiéu cac nguy co giy mat an toan thong tin va dam bao an ninh thong tin trong qua
trinh img dung cong nghé thong tin trong hoat dong cua cac co quan.
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bdo an toan, an nlnh thong tln du’oc quy dlnh tai Dleu 4, Luat An toan thong tin mang;
Diéu 41, Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 cta Chinh pht tng dung cong
ngh¢ thong tin trong hoat dong cia co quan nha nudc.

Piéu 4. Cac hanh vi bi nghiém cim

1. Xam nhap, sira doi, x6a bo ndi dung thong tin clia co quan, ca nhan khac trai
phép luit.

2. Tao ra, cai dat, phat tan phﬁn mém ddc hai.

3. Can tré hoat dong cung cap dich vu ciia hé thong thong tin.

4. Ngin chin viéc truy nhap dén thong tin ciia co quan, ca nhan khac trén moi
truong mang, trir treong hop phap luat cho phép.

5. Bé khoa, trom cép, st dung mat khau, kh6a mat ma va thong tin cua co quan,
ca nhan khéc trén moi truong mang.

6. Nghiém cam tu y lip dit cac thiét bi phat song Wifi vao mang mdy tinh cta
co quan va lap dat cac thi€t bi tiép song Wifi trén may tinh c6 két nd1 mang ndi bd dé
truy cap mang wifi ngoai khi chua dugc phé duyét cua 1anh dao co quan.

7. Céac hanh vi khac [am mat an toan, an ninh thong tin, bi mét cua co quan, ca
nhan khac dugc trao doi, truyén dua, luu trit trén moi truong mang.

Chuong 11
QUY PINH PAM BAO AN TOAN, AN NINH THONG TIN

Diéu 5. Diéu kién diam bao thwe hién nhiém vu an toan, an ninh thong tin

1. Cac co quan phai phd bién nhitng kién thirc co ban vé an toan, an ninh théng
tin cho can bd, cong chire, vién chic va nguoi lao dong trude khi tham gia sir dung cac
hé thong thong tin.

2. Céc co quan bd tri can bd, cong chirc, vién chirc va nguoi lao dong lam cong
tac chuyén trach hodc phu trach ki€ém nhi€m vé cong nghé thong tin phai thuong xuyén
duoc dao tao, boi dudng nghi¢p vu vé an toan, an ninh thong tin.

3. Xac dinh va wu tién phan bo kinh phi can thiét cho cac hoat dong lién quan
dén viéc bao vé hé théng thong tin, thong qua viée dau tu céc thiét bi tuong ltra, cac
chuong trinh chdng thu rac, virus may tinh trén hé thong may chu, may tram va cac
cong tac khac lién quan dén viéc bao dam an toan, an ninh thong tin.

4. Can bo, cong chirc, vién chirc va nguoi lao dong tham gia doan kiém tra cong
tac dam bdo an toan, an ninh thong tin phai dugc trang bi day du nhitng kién thic va
duoc tap huan hang nam vé cong tdc dam bao an toan, an ninh thong tin.

Piéu 6. Xy dung Quy dinh ndi b vé dam bio an toan, an ninh théng tin

1. Cac co quan phai xdy dung, ban hanh Quy dinh noi bo vé dam bao an toan,
an ninh thong tin theo quy dinh va ti€éu chuan qudc gia vé thuc hanh va quan 1y an toan
thong tin hi¢én hanh dé quy dinh ro trach nhiém dam bdo an toan, an ninh thong tin
trong ndi by ctia don vi.



dam bao an toan an nlnh thong tin trong ndi bd cia mdi co quan nhu quy dlnh tai dleu
nay.

Pi¢u 7. Quin ly hé thong trung tAm dir liéu, hé co s dir liéu, phong may
chu co quan

1. Hé thong trung tam dir lidu, hé co sé dix lidu, hé thong mdy chu, cac thiét bi
quan trong nhu tuong lua (firewall), thiét bi dinh tuyén (router), ... phai duoc dit riéng
trong hé théng phong dc va cac diém tap trung day cap tin hleu (cable) bén ngoai h¢
thong can phai c¢6 bién phap bao vé, ngian chin xam nhap trai phép.

2. Hé thong trung tam dir li¢u, h¢ co s¢ dir liéu, phong may chu cta cac co quan
la khu vuc han ché tiép can va dugc lap dat h¢ thong camera giam sat. Chi nhitng
ngudi co trach nhiém theo quy dinh cua thu trudng co quan méi dugce phép vao, ra.

3. Qué trinh vao, ra trung tdm dit liéu, tiép can hé co s¢ dir liéu, phong may chu
phai duoc ghi nhan vao ban ghi nhat ky quan ly.

4. Hé théng trung tam dit liéu, phong mdy cha phai c6 hé théng luu dién du
cong suat va duy tri thoi gian hoat dong ciia cac may chu tbi thiéu 15 phut khi ¢6 su ¢6
mét dién.

5. Hé thong trung tam dir lidu, phong may chu phai c¢6 hé thong giam sat nhiét
d6, d6 am dé dam bao moi trudng van hanh; hé thong canh bao chay, h¢ thong chita
chay tu dong bang khi, thiét bi phong chay chira chay khan cap; hé thong canh bao hé
théng ngudn dién; hé théng chong sét lan truyen T4t ca canh bao nay duoc giri dén
cac ca nhan c6 trach nhiém quan 1y qua tin nhan SMS, thu dién tir, hodc cac hinh thic
khac dam bao tinh kha thi trong lién lac, trao d6i thong tin. Co quan phai cir can bd
thudng xuyén giam sat hé thong thiét bi, ha tang ctia phong may chil.

Picu 8. Vé quan ly can b, cong chirc, vién chirc va ngudi lao dong

1. Cac co quan phai xay dung cac yéu cau, trach nhiém dam bao an toan , an
ninh thong tin ddi véi ting vi tri cong viéc. Sau khi tiép nhan nhan sy moi, cac co
quan phai ¢o trach nhiém phd bién cho nhan sy méi cac quy dinh vé dam bao an toan,
an ninh thong tin tai co quan.

2. Céc co quan phai thuong xuyén t6 chuc quan tri¢t cdc quy dinh vé an toan,
an ninh thong tin, nham nang cao nhén thuc vé trach nhiém dam bdo an toan, an ninh
thong tin cua tirng c4 nhan trong co quan.

3. Céc co quan phai xay dung quy trinh cdp méi, quan 1y va thu hoi tai khoan
(khong huy tai khoan), phan quyén truy cap cac hé thong thong tin va tat ca cac tai san
lién quan t&i hé thong thong tin ddi véi cac ca nhan do co quan quan 1y.

Piéu 9. Quan Iy va phong chong phin mém doc hai

1. Tat ca cac may tram, may chu phai dugc cai dat phan mém phong chdng
phan mém doc hai. Cac phan mém phong chong phan mém doc hai phai dugc thiét 1ap
ché dg tu dong cap nhat; ché dg ty dong quét khi sao chép, md cac tap tin.

2. Cac can bg, cong chirc, vién chirc va nguoi lao dong trong co quan phai dugc
huéng dan vé phong chéng phan mém doc hai, cac rui ro do phan mém doc hai gay ra;
khong dugc ty y cai dat hodc go bo cac phan mém trén mdy tram khi chua c6 sy déng
¥ ciia ngudi ¢ tham quyén theo quy dinh cia co quan.
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nang ty dong thuc thi (autoplay) cac tap tin tren céc thidt bi luu trir di dong

4. Cac may tinh ca nhan, thiét bj dién tir trude khi két ndi vao mang ndi bg cua
co quan phai ddm bao da dugc cai chuong trinh phong chong phan mém ddc hai va da
dugc kiém duyét vé cac phan mém ddc hai.

5. Tat ca céc tap tin, thu muc phai dugc quét phﬁn mém doc hai trude khi sao
chép, st dung.

6. Nguoi str dung khong duoc thiét 1ap chia sé dit liéu trén may tinh ciia minh
cho tit ca moi ngudi (nhém phéan quyén truy cap: everyone); khong duge chia sé véi
phan quyén tdi da (full control); nghiém cam luu trit dir liéu ca nhan trén may chu
hodc cac hé théng luu trir dung chung ctia co quan.

7. Khi phat hién ra bat ky dau hiéu nao lién quan dén viéc bi nhiém phan mém
doc hai trén may tram nhu: may hoat dong cham bat thuong, canh bao tu phén mém
phong chéng phén mém ddc hai, tinh trang nay lap di 1ap lai nhiéu 1an, & cac vi tri
khac nhau; quan trong nhét 13 ¢6 dau hiéu mat dir liéu..., ngudi st dung phai tat may,
cach ly may tinh ra khéi hé théng va bao truc tiép cho bd phan c6 trach nhiém cia co
quan dé xtr 1y.

Piéu 10. Bao quan, sao lru dir liéu dv phong hé thong

1. Céc dir lidu quan trong cta co quan phai duoc sao luu, bao gdm: thong tin
cau hinh cua h¢ thong mang, may chu; phan mém tng dung va co s¢ dir liéu; ban ghi
nhat ky hé thong.

2. Céc co quan phai lap ké hoach va thuc hién sao luu dit liéu phu hop véi diéu
kién cua tirng co quan, ddm bao kha nang phuc hoi dit liéu khi c6 sy co xay ra.

Piéu 11. Quén 1y thiét bi twong lira, hé thong phat hién, canh bao truy
nhap trai phép
1. Céac ha tang cong nghé thong tin phai dugc trang bi thiét bi tuong lira, hé
thong phat hién, canh bdo truy nhap trai phép va gidm sat thuong xuyén hoat dong cua
cac thiét bi nay dé ngdn chdn va phat hién cac xam nhép trai phép vao hé thong.
2. Nhat ky hoat dong cua thiét bi tuong lira, hé théng phat hién, canh béo truy

nhap trai phép phai dugc luu gitr an toan dé phuc vu cong tac khao sat, diéu tra khi co
su cO xay ra.

Pi¢u 12. Quin ly nhit ky trong qua trinh van hanh cic hé thong thong tin

1. Cac co quan phai thyc hién viéc ghi nhat ky (log) trén céac thiét bi mang méy
tinh, phan mém tng dung, hé di€u hanh, co s¢ dit liéu nham dam bao cac su kién quan
trong x4y ra trén hé thong dugc ghi nhan va luu gitr.

2. Cac ban ghi nhat ky nay phai dugc bao vé an toan nham phuc vy cong tac
kiém tra, phan tich khi can thiét.

3. Céc sy kién t6i thicu can phai dugc ghi nhat ky gom: qua trinh dang nhap hé
thdng; tao, cap nhat hodc x6a dir liéu; cac hanh vi xem, thiét lap céu hinh h¢ thong;
viéc thiét 1ap cac két n6i bat thuong vao va ra hé thong; thay doi quyén truy cap heé
théng.



kién khac c¢6 lién quan dé danh gid, bao céo cac rai ro va mirc do nghiém trong cac rui
ro do.

Pi¢u 13. Quin ly truy cip

1. Cac quy dinh vé quan 1y truy cdp vao hé théng thong tin, mang may tinh,
thiét bi, phdn mém tng dung cta co quan phai dugc quy dinh chi tiét va to chirc thuc
hién nghiém tac, pht hop vai cac quy dinh ctia phap luat vé an toan , an ninh thong tin.

2. Moi tai khoan truy cép cac hé thong thong tin chi dugc giao cho mot ngudi
quan 1y, sitr dung va chiu trach nhiém chinh vé bao mat an toan, an ninh thong tin truy
cap tai khoan.

3. Mdi can bo, cong chirc, vién chitc va nguoi lao dong chi duoc phép truy cap
céc thong tin phi hop véi chirc nang, trach nhiém, quyén han cta minh, ¢6 trach nhiém
bao mat tai khoan truy cap thong tin.

_ 4. Céc h¢ thong thong tin can gi6i han s6 lan dang nhap sai lién tiép (khong qua
05 lan) vao h¢ thong. H¢ thong tu dong khoa tai khoan trong mot khoang thoi gian
nhat dinh trude khi tiép tuc cho dang nhap néu lién tuc dang nhap sai vugt qua so lan
quy dinh.

5. Tat ca may tram, may chu va cac hé théng thong tin phai dugc dat mat khéau
truy cap va thiét 1ap ché do tu dong bao v€ man hinh sau 12 phat khong st dung.

6. Khi thiét 1ap mang khong diy trong ndi bd co quan, phai dat mat khau truy
cap vao mang khong day va chi cho phép truy cap Internet.

7. Cac hé thong thong tin phai thiét lap ché d6 mat khau dang nhap vao cac hé
théng phai c6 do phure tap cao (co do dai t6i thicu 8 ky tu, c6 ky tu thuong, ¢ ky tu
hoa, ky tu sd va ky tu dic biét nhu !, @, #, $, %) va phai duoc thay doi it nhat 3
thang/lan. Cac hé thdng thong tin pha1 thiét 1ap thoi gian khong truy cép cia cac tai
khoan (trong 3 thang), trong khodng thoi gian quy dinh nay, céc tai khoan khong truy
cap vao hé théng s€ bi khoa tai khoan.

8. Cac hé thdng thong tin can thiét 1ap thoi han st dung ctia mat khau, sau 01
thoi gian xac dinh ma nguoi dung khong d6i mat khau thi s& tu dong khoéa tai khoan;
va trién khai viéc thiét 1ap hé¢ théng bao mat mat khau br?mg hinh thirc xac thuc mat
khau 02 16p.

Diéu 14. Phén loai, quan 1y sw ¢ an toan, an ninh thong tin hé thong
1. Su ¢ duoc phan loai theo cac dang, bao gém:

a) Dang thap: sy c6 gdy anh hudng c4 nhan va khong lam gian doan hay dinh
tré hoat dong chinh cta co quan, nhu: may tinh tram bi nhiém phan mém doc hai, phan
mém hé diéu hanh, cac phadn mém tng dung cai dit trén may tinh ca nhan phat sinh
16i.

b) Dang trung binh: sy ¢6 anh huong dén mot nhom ngudi dung nhung khong
gy gian doan hay dinh tré hoat dong chinh cta co quan nhu: hé théng mang cua 01
(mot) phong, ban thudc co quan bi ngung hoat dong, phan mém doc hai 1y nhiém tat
ca cac may tinh tram trong 01 phong, ban.

¢) Dang nguy hiém: sy ¢ lam cho thiét bi, phan mém hay hé thong khong thé
st dung duogc va gay anh hudng dén mot trong cac hoat dong chinh cua co quan nhu:



dong, mot so thlet b1 cong nghe thong tln quan trong (bo chuyen mach trung tam thlet
bi dinh tuyén, thiét bi tudng ltra, may chu quan 1y tap tin chung,) bi hu hong.

d) Dang khan cép: su ¢b anh huong dén su lién tuc cua nhiéu hoat dong chinh
clia co quan nhu: toan bo hé thong thiét bi cong nghé thong tin, hé théng cung cap dién
ngimg hoat dong, hé théng trang thong tin dién tir bi tin tic (hacker) tin cong, xam
nhap, thay ddi noi dung,...

2. Khi ¢6 su ¢b hoic nguy co mat an toan, an ninh thong tin xay ra, lanh dao co
quan phai chi dao kip thoi dé khac phuc va han ché thiét hai, bao cdo bang van ban cho
co quan cap trén truc tiép quan Iy va S Thong tin va Truyén thong.

3. Trudng hop co sy c¢b nghiém trong & dang nguy hiém, khin cdp hoic vuot
qua kha niang khic phuc cia co quan, lanh dao co quan phai bao cdo ngay cho co quan
cap trén quan 1y tryc tiép va So Thong tin va Truyén thong dé dugc hudng din, hd tro.
Doi ing clru sy ¢d an toan thong tin mang tinh Quang Ngii, ¢ trach nhiém cing phdi
hop dé khan trwong khic phuc xur 1y, kip thoi.

Chuong 11T
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Diéeu 15. Trach nhiém cia cac co quan trong viéc dim bao an toan, an ninh
thong tin

1. Céc co quan co trach nhi€ém t6 churc thuc hién cac quy dinh tai Quy dinh nay
va chiu trach nhiém trude Uy ban nhan dan tinh trong cong tac dam bdo an toan, an
ninh thong tin ciia co quan minh.

2. Phan cong lanh dao co quan chiu trach nhiém chi dao bd phan hoac can bd
chuyén trach thuc hién cidc cong viéc nhdm dam bao an toan, an ninh thong tin cho co
quan.

3. Phan cong bd phan hodc can bd chuyén trdch dam bdo an toan, an ninh thong
tin cia co quan; tao di€u kién dé cac can bd phu trach an toan, an ninh thong tin duoc
hoc tap, nang cao trinh do vé an toan, an ninh thong tin.

4. Xay dyng quy dinh, quy trinh ndi bd vé dam bao an toan, an ninh thong tin
phu hop véi Quy dinh nay va cac quy dinh cta phép luét.

5. Cac co quan c¢6 trach nhiém thuc hién xac dinh cép dd an toan, an ninh thong
tin va dam bao an toan cho hé théng thong tin ciia co quan dang quan 1y theo quy dinh
tai Luat An toan thong tin mang, Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nim
2016 ctia Chinh phil vé bao dam an toan hé thong thong tin theo cap do va hudng dan
tai Thong tu s6 03/2017/TT-BTTTT ngay 24 thang 4 nim 2017 cta B truong Bo
Thong tin va Truyén thong quy dinh chi tiét va huéng din mét s6 diéu caa Nghi dinh
s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cta Chinh phu vé bao dam an toan hé
thdng thong tin theo cap do, ...

6. C6 nghia vy phai tham gia mang ludi Gng ciu sy ¢d an toan, an ninh thong

tin mang qudc gia (duoc quy dinh chi tiét vé trach nhiém, quyén han tai Quyét dinh s6
05/2017/QD-TTg ngay 16 thang 3 nam 2017 ctia Tha tuéng Chinh phu).
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trién khai cong tac klem tra khac phuc su ¢ xay ra mot cach kip thoi, nhanh choéng va
dat hi€u qua.

8. Co trach nhiém phdi hop, lién hé chat ché véi Cong an tinh trong cong tac
phong ngtra, dau tranh, ngan chan cac hoat dong xam pham an toan, an ninh thong tin.

9. Pinh ky 6 thang, hang nim hodc dot xuat cac co quan lap bao cido vé tinh
hinh an toan, an ninh thong tin va gtri vé S& Thong tin va Truyén thong (S¢ Thong tin
va Truyén thong c6 hudng dan cho cac co quan bang van ban).

Diéu 16. Trach nhiém caa can b, cong chirc, vién chirc va nguoi lao dong
trong cac co’ quan

1. Trach nhiém cua can bo, cong churc, vién chic va nguoi lao dong phu trach
an toan, an ninh théng tin:

a) Chiu trach nhi¢ém ddm bdo an toan, an ninh thong tin cia co quan;

b) Tham muu lanh dao co quan ban hanh cac quy dinh, quy trinh noi bo, trién
khai céc giai phap ky thuit ddm bdo an toan, an ninh thong tin;

¢) Thyc hién viéc gidm sat, danh gia, bdo cdo thu trudng co quan céc rui ro mat
an toan, an ninh thong tin va mirc d§ nghiém trong cua cac rui ro;

d) Phoi hop véi cac ca nhan, co quan c6 lién quan trong viéc ki€m soat, phat
hién va khac phuc cac su ¢0 an toan, an ninh thong tin.

2. Trach nhi€ém cua can bg, cong churc, vién chirc va ngudi lao dong trong cac
CO quan:

a) Nghiém tac chap hanh cac quy dinh, quy trinh ndi bd, Quy dinh niy va cac
quy dinh khac ctia phap luat vé an toan, an ninh thong tin. Chiu trach nhiém dam bao
an toan, an ninh thong tin trong pham vi trach nhi¢ém va quyén han duoc giao;

b) Khi tham gia van hanh mang may tinh ctia co quan phai nghiém chinh chap
hanh ché d6 bao mat, an toan, an ninh thong tin déng thoi chiu trach nhiém ddi voi cac
thong tin ma minh cung cap. Mdi can bd, cong chirc, vién chirc va ngudi lao dong phai
c6 trach nhiém tu quan ly, bao quan thiét bji ma minh duoc giao st dung; khong tu ¥
thay doi, thao lap cac thiét bi trén may tinh; khong dugc vao cac trang thong tin dién
tor khong o vé ndi dung; khong tai va cai dit cac phan mém khong rd nguoén goc
khong lién quan dén cong viéc chuyén mon; khong nhip chudt vao cac dudng dan la
khong rd vé ndi dung; khong cho phép bét ctr hanh vi ndo gy ton hai dén dich vy, gay
hu hong thiét bi mang; khong cung cap thong tin khong trung thyc dé cong bd trén
mang; khong sir dung mang dé tham nhdp vao cic mang may tinh khi chua dugc phép;
khong dua cac thong tin c6 ndi1 dung "mat", "t6i mat" va "tuyét mat" 1én h¢ théng may
tinh c6 két ndi mang Internet;

¢) Mdi can bd, cong chirc, vién chirc va ngudi lao dong khong sir dung céc
trang mang x3 hoi, cac dich vu thu dién tir cong cong (khong phai hé théng thu dién tir
ctia tinh) dé trao doi thong tin lién quan dén cong viéc chuyén mén cia co quan;

d) Khi phat hién nguy co hodc su cd mat an toan, an ninh thong tin phai bao céo
ngay vdi cap trén va bd phan chuyén trach cong nghé thong tin ciia co quan dé kip thoi
ngan chan va xur 1y;
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Pi¢u 17. Trach nhiém ciia S¢ Thong tin va Truyén thong

1. Tham muu cho Uy ban nhan dan tinh vé cong tac dam bao an toan, an ninh
thong tin trén dia ban tinh va chiu trach nhiém truéc Uy ban nhan dan tinh trong viéc
dam bdo an toan, an ninh cho cac hé thong thong tin cua tinh.

2. Thuc hién thu tuc xac dinh cép dd an toan, an ninh thong tin va ddm bao an
toan cho cac hé thong thong tin ding chung cia tinh theo quy dinh ctia Luat An toan
thong tin mang, Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cta Chinh
phu vé bao dam an toan hé théng thong tin theo cip d6 va hudng dan tai Thong tu sb
03/2017/TT-BTTTT ngay 24 thang 4 nam 2017 cua B§ truéng BO Thong tin va
Truyén thong quy dinh chi tiét va hudéng dian mot sd diéu cia Nghi dinh sb
85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu vé bao dam an toan hé
thong thong tin theo cap do.

3. Hang nam x4y dung ké hoach trién khai cong tac dam bao an toan, an ninh
thong tin phuc vu cho viéc van hanh céc hé thong thong tin dugc Uy ban nhan dan tinh
giao quan ly.

4. Chu tri, phdi hop voi Cong an tinh va céc co quan lién quan t6 chirc kiém tra
theo dinh ky hodc dot xuat; kip thoi phat hién va xu 1y theo quy dinh cta phap luat doi
vOi cac co quan, t6 chirc, ca nhan co cac dau hiéu, hanh vi vi pham an toan, an ninh
thong tin trén dia ban tinh.

5. Hang nam xay dung va trién khai cac chuong trinh dao tao chuyén sau vé an
toan, an ninh thong tin, t6 chirc dién tdp an ninh mang cho lyc lugng dam bao an toan,
an ninh thong tin cua cic co quan.

6. T6 chirc cac hoi nghi, hoi thao chuyén dé va tuyén truyén vé an toan, an ninh
thong tin trong cong tdc quan 1y Nha nudc trén dia ban tinh.

7. T6 chirc thuc hién viéc tiép nhan va xu 1y cac su ¢ vé an toan, an ninh thong
tin.

8. Huéng dan, giam sit cac co quan trén dia ban tinh xay dung Quy dinh ndi b
vé dam bdo an toan, an ninh thong tin va thuc hién viéc ddm bdo an toan, an ninh cho
hé thong thong tin theo quy dinh cua Nha nudce.

9. Tong hop va bao céo vé tinh hinh an toan, an ninh thong tin theo dinh ky cho
B6 Thong tin va Truyén thong, Uy ban nhan dan tinh va cac co quan c¢6 lién quan.

Piéu 18. Trach nhiém ciia Céng an tinh

1. Chu tri, phéi hop v61 S& Thong tin va Truyén thong va cac co quan c6 lién
quan xay dung ké hoach va kiém soat, phong ngua, dau tranh, ngan chin cac loai toi
pham st dung hé thong thong tin gay hai dén an toan, an ninh thong tin trong co quan
nha nudc.

2. Phéi hop véi cac co quan chirc ning kiém tra, danh gia, d& xuét bién phap
dam bdo an toan, an ninh thong tin.

3. Tang cudng cong tac phdi hop cic co quan, ban, nganh cua tinh tuyén truyén,
pho bién phap luat vé xtr 1y t61 pham xam pham an toan, an ninh thong tin; hudéng dan
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trong viéc dam bao an toan, an ninh thong tin.

4. Piéu tra va dé xuat xtr 1y cac truong hop vi pham phap luat vé an toan, an
ninh thong tin theo tham quyén.

5. Thyc hién nhiém vu bao v€ an toan cac cong trinh quan trong vé an ninh
quoc gia trén linh vuc cong nghé thong tin.

Chuong IV
TO CHUC THUC HIEN
Pi¢u 19. Khen thwéng va xir Iy vi pham

1. Hang nim, S& Thong tin va Truyén thong dua trén cac diéu tra, bio céo cong
tac an toan, an ninh thong tin ciia cic co quan nham xac 1ap muc d6 bao dam an toan,
an ninh thong tin tai cac co quan, trén co s d6 tham muu dé xuat Uy ban nhan dan
tinh xem x¢t khen thuong theo quy dinh phép luat hién hanh.

2. Céc to chirc, ca nhan vi pham Quy dinh nay tuy theo tinh chat, mlﬁ:c’ do vi
pham ma bi xtr Iy ky luat hanh chinh hodc bi truy ctru trach nhi€ém hinh su; néu gay
thiét hai thi phai boi thuong theo quy dinh phap luat hién hanh.

Diéu 20. Sira doi, bé sung

Trong qué trinh trién khai thyc hién r‘1é'u phat sinh kho khan, vudng mép, cac
don vi, dia phuong c6 lién quan phan dnh vé S& Thong tin va Truyén thong dé tong
hop, bao cao UBND tinh xem xét stra doi, bd sung cho phu hop./.

TM. UY BAN NHAN DAN
CHU TICH

Tran Ngoc Cing



